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RESULTS SUMMARY
The objective of this assessment was to evaluate the adequacy of overall internal control and risk
management activities utilizing a generally accepted five-component control framework. As
indicated in the graph below, survey participants overall rating of internal control components
was relatively positive. Opportunities for improvement were identified, based on evaluation of
the individual statements within each component and respondent comments, and
communicated to management. Management’s responses to these indicate there are initiatives
already in place or underway to address some areas where participants provided lower ratings.

Management’s weighted average scores of 3.0 and above for all five components indicate a good
overall perception for all five internal control components. The overall weighted average scores
for staff were slightly less positive with one component receiving an overall rating of 3.0), and a
2.9 score for all other components. Although staff’s overall perception for these components was
under 3.0, it was not significantly negative. As demonstrated in the graph below the weighted
average responses for management generally fell at or above 3.0 for the survey statements while
staff responses tended to fall at or below that line.

Control Environment Risk Assessment Control Activities Information & Communication Monitoring

Control Activities appears to the be the strongest component of internal control for the city. The
components with the highest variability in statement scores for both staff and management were
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Control Environment and Risk Assessment. These were also the only components in which
management scores for any statements were below 3.0. The most significant gaps between staff
and management responses occurred in the Information and Communication and Control
Environment components
Areas of strength were identified for each component based on positive weighted average
responses to statements from both groups. Following is a summary of areas of strength indicated
for each component. Specific statements indicating strengths are listed under each component
in the report section titled “Component Statement Analysis” under Areas of Strength.
•
•
•
•
•

Control Environment: Commitment to integrity and ethical values, establishing controls
and authority, and commitment to quality.
Risk Assessment: Strategic direction, plans, and appropriate achievable objectives
established to accomplish goals.
Control Activities: Established city-wide policies, procedures, and internal controls.
Information and Communication: Effective information, communication, and interaction
with management at the workgroup level.
Monitoring: Performance measured/monitored to ensure achievement of goals and
objectives and quality.

Areas for improvement were identified in each component based on evaluation of statements
where the weighted average response for both groups was negative, the gap between staff and
management scores or proportion of “Don’t Know” responses for staff was relatively large, and
consideration of participant comments. Following is a summary for areas of improvement
indicated for each component. More detail regarding areas identified and analysis can be viewed
for each component in the Report section titled “Component Statement Analysis” under
Potential areas for improvement.
•

•
•
•
•

Control Environment: Trust and communication between management and staff, periodic
review of conduct standards, management practices, staff’s perception of tone at the top,
and employee retention and recruitment.
Risk Assessment: Equipment downtime, change management for technology related
projects, and succession planning.
Control Activities: Department level policies and procedures.
Information and Communication: Process for reporting improprieties anonymously and
management practices related to issues reported by staff.
Monitoring: Procedures and protocol for direct reporting of issues/concerns by staff.

Several recommendations were made for management to consider improving the areas noted
above. Following is an abridged version of the recommendations made for each component. The
full version of the recommendations and corresponding management responses can be viewed
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for each component in the Report section titled “Component Statement Analysis” under
Recommendations and Management Response.
• Control Environment:
1. Ensure that all city positions are periodically reviewed for competitiveness and make
pay adjustments as budget permits to maintain competitiveness in attracting and
retaining employees.
2. Evaluate positions to identify those that where implementing a multi-tiered level will
provide opportunity for advancement, particularly in positions where lack of
opportunity may be contributing to retention and recruitment issues.
3. Periodically communicate the standards of conduct to all employees.
4. Require supervisory and management staff to attend the Leadership class recently
implemented as well as the management training currently being developed by
Human Resources.
5. Consider having executive level staff spend more time visiting their departments and
having periodic town hall type meetings for city staff.
• Risk Assessment:
1. Consider utilizing new fleet system to track downtime of fleet equipment for
possible inclusion in the retain or retire decision process.
2. Implement guidelines for technology related endeavors to improve project
execution and results.
3. Develop a formal succession plan for critical positions and guidelines for Directors to
follow for developing similar plans for others that may not be critical but are
considered key positions.
• Control Activities:
1. Evaluate policies and procedures for Finance, Development Services, and Police
departments to determine if deficiencies exist and develop plan of action to mitigate
any identified.
• Information and Communication:
1. Assess if there is a lack of responsiveness to legitimate issues reported by staff or
issues of retaliation occurring in any area of Operations or Public Safety
departments.
2. Include education on retaliation in training being developed by Human Resources for
training managers that includes actions considered retaliatory, consequences of
engaging in this behavior, and potential risks associated with retaliation.
• Monitoring:
1. Evaluate current procedures in each department for staff to directly report concerns
to ensure they are adequate and well communicated to employees.
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REPORT
BACKGROUND
This project is included in Internal Audit's 2021 Audit Plan and was designed to provide assurance
that the organization’s internal controls are working effectively. An integral part of good
management is to evaluate and improve internal controls, which can enhance the operations of
any organization by promoting more effective and efficient asset use, deterring fraud, and
improving compliance. Internal controls help ensure the direction, policies, procedures, and
practices designed and approved by management are put in place and are functioning as
designed/desired to provide "reasonable assurance" regarding the achievement of
organizational objectives. The concept of reasonable assurance implies the internal control
system for any entity will offer a reasonable level of assurance that operating objectives can be
achieved.
Research in fraud prevention has indicated that the perceptions employees have concerning the
effectiveness and quality of internal controls are among the best deterrents to fraud that an
organization can have. Therefore, staff perceptions that signal weaknesses in internal controls
may indicate areas that require attention, especially in areas where management perceptions
also signal weakness. The practice of control self-assessment (CSA) has emerged as a key
diagnostic tool that allows an organization to evaluate its own internal control structure by
surveying employees who work directly with or implement internal controls to identify areas that
may require greater (or less) scrutiny.

OBJECTIVE
The primary objective of this project was to assess internal control and risk management
activities to identify areas of strength and potential areas for improvement.

SCOPE
Observations are based on self-assessments at two levels of personnel, which were facilitated
through use of surveys. The survey was issued to 18 management-level employees and 461 fulltime staff employees, described below, in mid August 2021.
Management: Includes the Director level up to the City Manager.
Staff: All other full-time employees.
The response rate for management was approximately 33% with a survey completion rate of
86%. Seven management participants responded to the first two sections of the survey and six
responded to all 5 sections of the survey. The response rate for staff was approximately 38% with
a survey completion rate of 86%. One hundred seventy-five staff participants responded to the
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first section of the survey; one hundred forty-eight participants completed all 5 sections of the
survey.
DISTRIBUTION OF STAFF RESPONSES
Total
Full-Time
%
Departments
Respondents Employees Particpation
Administrative Departments
41
87
47%
Operations Departments
75
187
40%
Public Service Departments
59
187
32%
175
461
38%

METHODOLOGY
To perform this assessment, the framework proposed in guidelines issued by the Committee of
Sponsoring Organizations (COSO)1 was followed, as outlined below. The framework has five
components that represent the highest level of the hierarchy of standards for internal control in
an organization and must operate together in an integrated manner for an internal control
system to be effective. This assessment was intended to reach the largest number of employees
willing to participate, so a survey method utilizing previously validated statements examining the
five components of internal control was used
FIVE COMPONENTS OF INTERNAL CONTROL
CONTROL ENVIRONMENT
Control Environment sets the tone of an organization. It includes integrity and ethical
values, commitment to employee competence through knowledge, skill, tools, authority
and organizational structure. It is the foundation for an internal control system that
provides the discipline and structure to help an entity achieve its objectives.
RISK ASSESSMENT
Risk Assessment is the identification and analysis of risks relevant to achievement of
stated objectives. This component includes establishment and communication of goals
and objectives, risk identification and assessment, and change management.
CONTROL ACTIVITIES
Control Activities help ensure that necessary actions are taken to progress toward
objectives and mitigate risks to their achievement. They include documented policies
and procedures and the day-to-day practices that ensure they are carried out. (This
assessment does not include substantive testing of control activities.)
INFORMATION & COMMUNICATION
Information & Communication helps ensure the right information is identified, captured
and communicated in a way that allows people to carry out their responsibilities,

1

The Committee Of Sponsoring Organizations (COSO), was sponsored by the Institute of Internal Auditors, the American Institute of
Certified Public Accountants, the American Accounting Association, the Institute of Management Accountants and the Financial
Executives Institute.
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promote understanding of values, achievement of objectives and mitigation of risk to
support the internal control system.
MONITORING
Monitoring Activities measure progress toward achieving objectives and identify any
internal control deficiencies or exceptions, assess the quality of performance over time
and resolve issues.

Two surveys were designed for management and staff. The purpose of administering surveys to
management and staff as separate groups was to determine if perception of strengths and
weaknesses of internal control and risk assessment was similar between the two groups.
Although one survey was from management’s perspective the other from staff perspective the
statements were essentially the same so that the responses could be compared. (See Exhibit 1
for a comparison of the survey statements.)
The surveys were structured as a series of 65 statements distributed among five sections
representing the COSO internal control components as follows:
Section I: Control Environment (fourteen statements)
Section II: Risk Assessment (sixteen statements)
Section III: Control Activities (fourteen statements)
Section IV: Information and Communication (ten statements)
Section V: Monitoring (eleven statements)
Participants were asked to select a response that best described their reaction to each statement
using a Likert scale that ranged from “Strongly Agree” to “Strongly Disagree” with a “Don’t Know”
option for participants who did not feel they had enough information to agree or disagree. They
were also asked to offer written comments at the end of each section in cases where they
selected the Disagree or Strongly Disagree options. Statements responded to in the affirmative
(Strongly Agree, Agree) indicate a strong or good perception while negative answers (Disagree,
or Strongly Disagree) indicate a poor or weak perception.
Completed surveys were anonymous, identifiable only as coming from management or staff.
Staff were required to identify which department they worked for but to maintain the
participants’ anonymity, specific names and locations were excluded. Survey responses were
compiled based on information gathered from publications for similar assessments performed
on this subject. (See Exhibits 2 and 3 for responses to the management and staff surveys.)
For comparative purposes, the weighted average response for each statement was calculated for
the management and staff surveys as well as the overall weighted average for each section of
the surveys. The following values were assigned to responses for the purpose of these
calculations: 4= Strongly Agree, 3= Agree, 2 = Disagree, 1 = Strongly Disagree. Because they Don’t
Know response is not necessarily indicative of either a positive or negative perception these were
not assigned a value or included in the calculation of the weighted average score.
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The weighted average scores for both groups were compared for each internal control
component to evaluate the overall perception of the component and for each component
statement to identify areas of strength and opportunities for improvement. Since affirmative
answers indicate a good or strong perception, the corresponding weighted average values of 3.0
and above indicate a strong positive response. Values below 3.0 may indicate there is as an
opportunity for improvement with consideration of other factors as well.

COMPONENT ANALYSIS
The weighted average responses by internal control component (see table below) indicate that
overall perceptions of internal controls for both management and staff appear to be reasonably
positive. Although staff scores for 4 out of the five components fall under the desired minimum
of 3.0, none signify a significant overall negative perception.
WEIGHTED AVERAGE SCORES BY INTERNAL CONTROL COMPONENT
COMPONENTS
CONTROL ENVIRONMENT
RISK ASSESSMENT

WEIGHTED AVERAGE SCORES*
MANAGEMENT
STAFF

DIFFERENCE

3.1

2.9

0.2

3

2.9

0.1

CONTROL ACTIVITIES

3.2

3

0.2

INFORMATION & COMMUNICATION

3.2

2.9

0.3

MONITORING

3.2

2.9

0.3

Management’s perceptions of the effectiveness of internal controls are consistently higher than
those of staff. Most of management’s responses to the 65 statements were more positive than
those of staff. Of the 65 potential areas of agreement, there are only 12 instances in which the
weighted average responses of staff equaled or exceeded those of management. Although staff
weighted average scores tended to be more negative than those of management, there did not
appear to be an overall negative bias in staff survey responses.
The results do not necessarily indicate that internal controls overall are poorer than management
believes or better than staff believes. Staff may have a more limited and pessimistic outlook, or
they may be better attuned to how controls really work. Conversely, management may have a
broader picture of the organization and how internal controls work, or they may be insulated and
have an unreasonably optimistic view. Studies indicate that, in general, staff’s tendency is to
respond more negatively than management, especially when assessing things that involve pay
and advancement opportunities, whereas management’s tendency is to view things more
positively.
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In comparing the responses to statements for the individual internal control components (see
graphs below) several things were noted. Although the average scores for staff responses tended
to be lower there was a similarity in the response pattern, especially for the statements in the
Control Activities and Monitoring components. The most significant gaps between staff and
management responses to statement occurred in the Information and Communication and
Control Environment components. The Control Environment component also had the highest
degree of variability in responses for both groups and received the most significant number of
comments from staff as well; an average of 60% more than for the other components.

As the graphs indicate, there may be opportunities for improvement in some areas within each
component. In the following section, the areas of strength are identified as well as those that
appear to need the most attention and improvement based on staff and management’s
responses to the individual statements for each component.
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COMPONENT STATEMENT ANALYSIS
Statements where the average response for both groups was 3.0 or above were identified as
areas of strength. Statements where the average response for both groups was less than 3.0
were evaluated as potential areas for improvement. Statements where the gap between staff
and management scores or proportion of “Don’t Know” responses for staff was relatively large
were also evaluated. (See Exhibit 4 for comparison of staff and management weighted average
scores for survey statements by component.)

CONTROL ENVIRONMENT
Areas of Strength:
Five out of the fourteen statements designed to assess this control component received positive
weighted average scores from both staff and management survey participants. Perceptions for
workforce competency and commitment to quality are notably high for staff given that over 90%
of respondents responded positively.
WEIGHTED AVERAGE
1

4
6
8
9

STAFF SURVEY STATEMENTS
Ci ty ma na gement pl a ces s uffi ci ent empha s i s on the i mporta nce of i ntegri ty,
ethi ca l conduct, fa i rnes s , a nd hones ty i n thei r dea l i ngs wi th empl oyees ,
vendors , a nd other orga ni za ti ons .
Ma na gement i s commi tted to ma i nta i ni ng effecti ve i nterna l control s ,
a ccounta bi l i ty a nd s a fegua rdi ng of Ci ty a s s ets .
Empl oyees i n my work uni t a re s uffi ci entl y competent a nd ha ve the knowl edge
a nd s ki l l s neces s a ry to perform thei r job a dequa tel y.
My depa rtment ha s a n orga ni za ti ona l cha rt tha t cl ea rl y defi nes l i nes of
a uthori ty a nd res pons i bi l i ty.
My work uni t i s commi tted to provi di ng qua l i ty s ervi ces .

MANAGEMENT

STAFF

3.5

3

3.5

3

3.4

3.3

3.3

3.1

4

3.5

Potential areas for improvement:
Four out of the fourteen statements designed to assess this control component received scores
below 3.0 from both staff and management survey participants. Approximately 35% of staff and
management participants, on average, selected Disagree or Strongly Disagree responses for
these statements. In performing analysis of each statement, consideration was given, as
applicable, to respondent comments, response patterns by department or organizational unit
and Don’t Know responses.
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WEIGHTED AVERAGE
STAFF SURVEY STATEMENTS
An a tmos phere of mutua l trus t a nd open communi ca ti on between
ma na gement a nd empl oyees ha s been es ta bl i s hed wi thi n the orga ni za ti on.

MANAGEMENT

STAFF

2.8

2.7

Sta nda rds of Conduct pol i ci es a re peri odi ca l l y di s cus s ed/revi ewed wi th
10 empl
I feeloyees
I ha ve. a dequa te opportuni ti es to a dva nce wi thi n the orga ni za ti on.

2.5

2.6

2.6

2.6

13 Pers onnel turnover ha s not i mpa cted my, or my work uni t’s , a bi l i ty to effecti vel y
perform.

2.7

2.5

2

5

•

•

Trust and communication. Staff and management’s scores are not significantly low but
taking into consideration respondent comments and response patterns as well indicate
there may be potential for improvement in this area. Interestingly, this does not appear
to a predominate concern in Administrative departments participants because they
accounted for only 4% of the negative responses. Other responses were fairly distributed
between the Operations and Public Safety departments.
Standards of conduct. Management and staff overall scores indicate that there is
opportunity to improve in this area. The highest proportion of departmental participants
that responded negatively were Administrative, but responses seem to indicate that
standards of conduct are not being consistently communicated in Operations or Public
Safety departments as well. Notably, the negative response to this statement seems to
conflict with Statement 7 (see below) in the Control Activities section of the survey where
the response from both groups was significantly positive.
7

•

•

I am familiar with the City’s Standard of Conduct policies including work standards and
employee performance, behavioral standards of conduct, conflict of interest, gifts,
entertainment, and gratuities, and use of information and technology.

This statement deals with perception of knowledge and statement 5 (above) relates to
periodic review of the standards. Considering that some respondents commented that
these have never been provided to them. It could be speculated that since the standards
are not periodically reviewed, respondents may not be as well acquainted with them as
they think.
Advancement opportunities. Management and staff overall scores indicate that there is
room for improvement in this area as well. This is generally a challenge for most
organizations but particularly for those where employees tend to stay in positions for
extended periods of time. Based on the responses, this appears to be a concern for staff
across all departments. The most common issues noted by staff were lack of available
positions to move up and no clear path for promotional opportunities.
Employee turnover. The effects of turnover appear to be an issue across most
departments but may be most concerning for the Police Department. (93% (42 out of 45)
PD respondents disagreed with this statement). Multiple participant comments indicate
that this is also a concern for EMS positions. Overall staff comments indicate a general
sentiment that low wages are a key reason for high turnover in positions. Human
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Resources will be conducting a salary survey which should help identify the positions
where the current wage is not competitive with the local market.
Statements were identified for evaluation based on the gap in the staff and management
scores, and a relatively low weighted average staff score:
WEIGHTED AVERAGE SCORES

3

STAFF SURVEY STATEMENTS
MANAGEMENT
Management demons trates the appropriate “tone at the top” and their actions
3.4
are cons is tent with the values and conduct expected of all other employees .

14 Employees in my work unit are treated and paid fairly and jus tly.

•

•

3

STAFF

DIFFERENCE *

2.7

0.7

2.6

0.4

Tone at the top. The significant gap between the scores for management and staff may
signal an issue in this area that management may want to consider looking into further,
especially in Operations and Public Safety departments. Based on comments, part of the
issue may be staff’s perception that management, including Executive City Management,
is unengaged and disconnected from departments/work units, and likely has some
correlation with lower staff scores for trust and communication. 13% of staff responded
Don’t Know to this statement which indicates they have not had enough exposure to draw
any conclusion.
Fair and just treatment and pay. The highest proportion of negative responses were made
by Operations and Public Safety survey participants. Based on comments provided by
staff, it appears there may be some room for improvement in management practices in
these areas, which should be evaluated at an appropriate level to determine if there are
issues that need to be addressed. Comments also indicate that the low score is correlated
with a general perception of low pay.

Recommendations:
1. If all positions will not be evaluated in the upcoming salary study, a plan should be put
into place to ensure that this type of evaluation is performed for all city positions over
time. In addition, analysis should be performed for key incumbent positions to ensure pay
is comparable to the market and adjustments made as budget is available.
2. A formal plan should be developed to perform an evaluation of positions to identify those
where upward progression can be accomplished by creating multi-tiered position levels;
especially where lack of advancement opportunities with the current position structure
may be contributing to retention and recruitment issues. This would provide
advancement opportunities for employees that does not require higher level positions to
be vacated, enabling the City to retain valuable, skilled employees and reduce costs
associated with high turnover.
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3. A program should be developed to periodically communicate the standards of conduct to
all employees on an annual or bi-annual basis. An approach like that employed by the IT
department for internet security training could be considered to simplify the delivery and
track participation to ensure all employees receive the training.
4. All supervisory and management staff should be required to take the Leadership class
recently implemented by Human Resources within a reasonable time frame. In addition,
the program being developed by Human Resources to train management level employees
on policies, rules, etc. should also be mandatory. If not already incorporated into the
training program the standard of conduct expected of managerial staff, fair and
consistent treatment of employees, transparency, and communication should be
considered for inclusion.
5. The City Manager endeavors to visit various units across departments on a regular basis.
This should be a general practice followed by other executive level management as well
as directors, within their own departments, to elevate visibility and engagement with
employees. In addition, consideration should be given to a more formal approach
involving all higher-level management such as conducting town hall type meetings with
all employees annually or bi-annually. The purpose of the meetings would be to provide
information to employees such as key initiatives, what is happening in departments,
impacts affecting the budget, things that may affect them such as benefit changes, merit
increases and provide opportunity for employee engagement.
Management Response:
1. All positions within the city will be evaluated and compared to similar sized cities or
immediate competitors. Additionally, job analyses on a few select position will be
examined, where actual job duties are evaluated and then compared with actual job
descriptions within other organizations. This leads to a more accurate salary reference
and some necessary title changes to better reflect the duties of the positions.
We will attempt to share data with other regional cities and to stagger surveys among the
cities to occur during alternating years. This process will allow us to benefit from survey
results twice as often without paying for the service.
Within the Police Department, we continually compare our pay to competing agencies and
adjust pay scales as needed to remain competitive in attracting new officers and retaining
personnel. In the past three years, we have provided cost of living adjustment to the steps,
decreased the time needed to reach the highest step by several years, and added a step
specifically for senior officers to retain those with valuable training and experience.
Throughout the year the Human Resources department works with directors and
department heads to continually evaluate job descriptions and job titles, making
necessary changes and adjustments to pay where warranted based on market changes.
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2. We recognized this issue a few years ago and have since implemented career ladders
within the Police Department, Streets Department, and Fire Marshal’s Office, and are
currently updating the existing career in Line Repair. Career path models are currently
being finalized for the Water and Wastewater Departments as well.
We have also taken steps to address how some employees are not prepared to move into
the next higher role. The roles of purchasing supervisor and human resource manager
were also created as a step into the next manager or director position if that role becomes
vacant. Prior to these positions being created, the knowledge and experience gap
between the main cadre of employees and the manager or director was too large to allow
internal advancement during a vacancy.
3. We are implementing bi-annual policy manual acknowledgments via NeoGov Learn which
includes a short quiz to verify familiarity with important parts of the manual. We will
include standards of conduct from our policy manual as part of the quiz.
4. The first Leadership Academy class has had excellent reviews. Our next classes, scheduled
for the third week of October, focus on employee evaluations and the use of NeoGov
Perform for conducting these evaluations and providing feedback throughout the year. In
November, HR basics for managers will be taught as well. The curriculum will be refined
as necessary, and additional training will be added as needed. Finally, we are developing
a half day class for newly hired or newly placed managers with the City, that covers all
topics in brief as well as the use of various employee management systems in use by the
City. Due to the spontaneous and irregular need for this class, we are considering placing
this in a video format through our online learning management system.
5. Consideration will be given to annual meetings involving various departments and
divisions as practicable depending on limiting factors (e.g., disasters, health
considerations, etc.).

RISK ASSESSMENT
Areas of Strength:
Six out of sixteen statements designed to assess this control component received positive
weighted average scores from both staff and management survey participants. All the
statements relate to establishing appropriate objectives, which is a key element for this internal
control component.
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WEIGHTED AVERAGE SCORES
STAFF SURVEY STATEMENTS

MANAGEMENT

STAFF

3

My depa rtment ha s a documented mi s s i on s ta tement.

3.4

3.2

4

I a m fa mi l i a r wi th the Ci ty’s vi s i on a nd mi s s i on s ta tements a nd s tra tegi c pl a n
a nd unders ta nd how they provi de the founda ti on for ci ty opera ti ons .

3.3

3.1

5

For the comi ng yea r I a nd/or my work uni t a re a ccounta bl e for defi ned
mea s ura bl e objecti ves .
I a m a wa re of how my work uni t’s objecti ves a nd goa l s s upport thos e of the
depa rtment a nd the Ci ty’s s tra tegi c pl a n.
The objecti ves a nd goa l s of my work uni t a re rea s ona bl e a nd a tta i na bl e.

3.1

3.1

3.5

3

3

3.1

3.2

3

6
8
9

Ma na gement ha s gi ven me a n a ppropri a te l evel of a uthori ty to a ccompl i s h goa l s
a nd meet objecti ves .

Potential areas for improvement:
Four out of the sixteen statements designed to assess this control component received scores
below 3.0 from both staff and management survey participants. Approximately 25% of staff and
management participants, on average, selected Disagree or Strongly Disagree responses for
these statements. In performing analysis of each statement, consideration was given, as
applicable, to respondent comments, response patterns by department or organizational unit
and Don’t Know responses.

WEIGHTED AVERAGE SCORES
STAFF SURVEY STATEMENTS

MANAGEMENT

STAFF

2.8

2.9

10 Genera l l y, I do not feel unrea s ona bl e pres s ure to a ccompl i s h depa rtmenta l
goa l s a t a ny expens e.

2.7

2.9

12 The proces s es for s upporti ng new s ervi ces , technol ogy, a nd other s i gni fi ca nt
cha nges (i .e., s oftwa re i mpl ementa ti ons , turnover i n key pos i ti ons , orga ni za ti on
s tructure cha nges , …) a re effecti vel y ma na ged a nd communi ca ted to empl oyees .

2.8

2.6

15 There i s a n es ta bl i s hed s ucces s i on pl a n for key pos i ti ons i n my depa rtment.

2.8

2.7

7

I ha ve s uffi ci ent res ources , tool s , a nd ti me to perform my job a nd a ccompl i s h
objecti ves a s s i gned to me a nd/or my work uni t.

•

•

Sufficient resources. Survey participants across departments indicated issues in this area
but the proportion of negative responses from department participants may indicate this
is more of a concern in the Information Technology & Facilities and Development Services
departments. Staff comments included concerns regarding fleet equipment downtime,
lack of training, understaffing, lack of or outdated equipment/tools.
Pressure to accomplish goals. The distribution of responses by department may indicate
this concern is related more to specific positions rather than organizational units. The
highest negative response rate for department participants was in Operations, but,
notably, 43% of the Information Technology & Facilities survey participants disagreed
with this statement as well. There were no participant comments indicating any specific
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or common concerns related to this area. Accomplishing goals at any cost can result in a
variety of issues that pose risk to the City, so management may want to consider
performing their own evaluation for the areas noted above
Change management. Negative responses were spread relatively equally across
Administrative, Operations, and Public Service departments. The departments where this
appears to be in the Development Services and Finance departments where 82% and 64%
(respectively) of department participants responded negatively to this statement.
Multiple participants commented on issues with technology implementation including,
lack of communication and testing.
Succession planning. Although this does appear to be a concern of staff across all
departments, 50% of the negative responses came from Operations departments.
Indications are that this is of particular concern in Public Works given that 44% of the
department’s survey participants disagreed with this statement. It should be noted that
24% of staff survey respondents selected the “Don’t Know” option. Further review would
be required to determine if this indicates lack of succession plans or lack of
communication.

•

•

The following statements were identified for evaluation based on the gap in the staff and
management scores, and a relatively high proportion of “Don’t Know” responses from staff:
WEIGHTED AVERAGE SCORES
STAFF SURVEY STATEMENTS
2

The overal l organi zati on i s effecti ve i n proacti vel y managi ng top ri s ks .

16 A di s as ter recovery pl an has been devel oped for thi ngs s uch as fai l ure or
des tructi on of a cri ti cal bus i nes s s ys tem, fl oodi ng of pri nci pal muni ci pal
bui l di ngs , et cetera.

•

•

Staff
Don't Know
DIFFERENCE *
%

MANAGEMENT

STAFF

3.5

2.9

0.6

14%

3

2.8

0.2

39%

Proactive risk management. Because the difference between staff and management
scores was relatively large, the responses and comments for this statement were
evaluated. The only thing that stood out was that 64% of Development Services
respondents disagreed with this statement, whereas the average negative response for
the other department survey participants was around 20%. We also noted that the
responses for the statement regarding proactive planning to reduce impact at the
department level were similar. Management may want to evaluate risk management
practices for Development Services to determine if improvements need to be made.
Disaster recovery. A high proportion (39%) of staff survey respondents selected the
“Don’t Know” option for this statement making it impossible to draw reasonable
conclusions regarding overall staff responses. In addition, several respondents indicated
a need for more clarity as to what to do if a disaster occurs. Although the disaster recovery
plan may not need to be communicated in full to all employees, it is important to ensure
that all are aware of any part of the plan that may impact them or require any specific
action on their part. Management may want to evaluate how disaster recovery
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information is being disseminated to employees to ensure it is being effectively
communicated.
Recommendations:
1. Fleet Services recently implemented a new system that has the capability of tracking
equipment downtime. Consideration should be given to utilizing that capability to gather
data on equipment downtime to assess the impact on Operations. If the analysis indicates
that equipment downtime significantly impacts performance and productivity
consideration should be given to factoring downtime into the retain or replace decision
process for fleet equipment.
2. There is currently a software implementation project being led by staff member who has
an extensive background in this capacity. The general process for this project should be
documented and used as a model for similar projects. Having such a guideline may
mitigate some of the issues experienced with past technology related projects.
3. A formal succession plan should be developed by Human Resources to identify critical
positions, potential successors and determine the necessary training/development
required. This should be used as a guideline for succession planning at the department
level for key but less critical positions to ensure appropriate candidates are identified and
developed. Effective succession planning can reduce the cost of recruitment and ensure
leadership continuity. It is also an effective process for developing and retaining
leadership talent.
Management Response:
1. Fleet recently launched the Faster Software program that provides enhanced performance
and historical tracking of many key aspects of Fleets Operations, including equipment
downtime. The software over time will provide an accurate documented history of
equipment and vehicle downtime that will be utilized in the formal replacement evaluation
process.
2. Our general process for a successful software implementation project (especially of a
mission critical piece of software) is currently being utilized and can be summarized as
follows:
• Establish buy-in from the key stake holders (and keep them informed
throughout the process)
• Use someone with experience in software procurement and implementation
projects to lead the effort and establish an implementation team
• Establish a project team composed of individual affected by the software being
implemented.
• Requirements Definition (shortcuts in this phase always lead to problems
downstream)
o Understand the current process (and software)
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o Perform a SWOT analysis on the current process
o Capture requests from all types of users (remember that users are
not always skilled at specifying what they require in a new system)
o Consolidate the requests, categorize, and prioritize them (e.g., Mandatory,
Important, Nice to Have)
o Determine whether to convert old data or not (Data Conversion is one of
the hardest issues in implementing a new system. Data cleanup is critical.)
o Document the requirements to use in evaluating products to implement
o Determine whether to do a hard cut-over or a phased approach, plan for
testing and training time.
• Procurement (or enhancement of an existing system)
o Use the Requirements to evaluate offers
o Don’t always believe what the salesman (or account rep) tells you – their
goal is to sell their product. Talk to actual users as much as possible.
o Obtain realistic demonstrations of meeting your requirements
o The ability to meet mandatory requirements should be heavily weighted in
the evaluation, not just lower cost.
• Implementation
o Ensure that data cleanup is done prior to conversion
o Recognize that implementing a large system may require dedicated staff
time
o Establish and enforce naming and data entry conventions
o Train all users (including support personnel)
o Provide a test system if possible
o Ensure a thorough and candid after action analysis is completed and fully
discussed among the implementation team
• Maintenance
o Ensure that adequate support and maintenance coverage is purchased
o Track issues and their resolutions (these may turn into requirements in the
future)
o Plan for future upgrades
3. As mentioned in the Control Environment section previously, the City has already taken
steps to begin succession development for departments where a large gap of knowledge
was identified below the manager or director positions. We continually expand staff
development opportunities and seek out specific training and education to diminish
knowledge gaps among ranks in each department. We will continue this evaluation
throughout the City’s departments using stay interviews and our existing evaluation
process. We are also instituting a training and development plan for new employees and
new managers. Once these foundations are in place, further candid succession planning
discussions will take place between HR, directors, and the executive staff.
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CONTROL ACTIVITIES
Areas of Strength:
Nine out of fourteen statements designed to assess this control component received positive
weighted average scores from both staff and management survey participants, indicating a
generally positive perception that control activities implemented by management are effective.
WEIGHTED AVERAGE SCORES
STAFF SURVEY STATEMENTS
5
6

7

8
10
11
12
13
14

Ci ty-wi de pol i ci es a nd procedures a re cl ea rl y defi ned a nd ea s i l y a cces s i bl e to
empl oyees .
Ma na geri a l empl oyees i n my depa rtment a re s uffi ci ently fa mi l i a r wi th ci ty-wi de
pol i ci es rel a ted to pers onnel ma na gement, fi na nci a l ma tters , a nd regul a tory
compl i a nce, a nd us e of i nforma tion a nd technol ogy.
I a m fa mi l i a r wi th the Ci ty’s Standa rd of Conduct pol i ci es i ncl udi ng work
s tanda rds a nd empl oyee performa nce, beha vi ora l s tanda rds of conduct, confl i ct
of i nteres t, gi fts , entertai nment, a nd gra tui ties , a nd us e of i nforma tion a nd
technol ogy.
Empl oyees who brea k l a ws , rul es , a nd regul a tions a ffecting the orga ni za tion or
s tea l Ci ty property wi l l be ca ught.
Al l Ci ty property a nd other a s s ets i n my a rea a re a dequa tel y s a fegua rded from
l os s , wa s te, a nd theft.
Interna l control s a re s uffi ci ent to prevent fra ud.
The effectivenes s of i nterna l control s i s moni tored.
Empl oyees a re a ppropri a tel y tra i ned for genera l workpl a ce s a fety a nd
compl i a nce wi th a ppl i ca bl e regul a tory requi rements for thei r job.
El ectroni c a nd ha rd copy fi l es contai ni ng pri va te a nd confi dentia l i nforma tion a re
properl y protected a nd s ecured through res tri cted a cces s , a ppropri a te tra i ni ng,
a nd other methods .

MANAGEMENT

STAFF

3

3

3.2

3

3.1

3.1

3.6

3.1

3.3

3

3.5
3.3

3.1
3

3.3

3

3.4

3.1

Potential areas for improvement:
None of the statements designed to assess this control component received overall weighted
average scores below 3.0 from both staff and management participants.
Although the overall scores for the following statements were positive, there were multiple
comments indicating policy and procedure issues. The responses were evaluated to determine if
there was a pattern in negative responses that indicated issues in any specific department or
general organizational area.
WEIGHTED AVERAGE SCORES
STAFF SURVEY STATEMENTS
2
3

Pol i ci es and procedures for my department are adequate, reas onabl e,
cons i s tent, and enabl e empl oyees to do thei r jobs effecti vel y.
All procedures rel ated to performi ng s i gni fi cant proces s es s peci fi c to my work
uni t are documented, kept up to date, and are acces s i bl e to empl oyees .

•

MANAGEMENT

STAFF

3.1

2.8

3

2.8

Policies and procedures. Over 30% of department survey respondents for Development
Services, Finance, and Police responded negatively to both statements. In addition, quite
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a few comments were made by survey participants regarding issues with PD policies and
procedure. Common comments included: contradictory versions of policies and
procedures are kept in multiple locations, are difficult to navigate and outdated. Although
other departmental survey participants responded negatively to these statements as
well, these results may be an indicator of areas that need the greatest attention regarding
policy and procedures.
The following statement was identified for evaluation based on the gap in the staff and
management scores, and a relatively high proportion of “Don’t Know” responses from staff:

MANAGEMENT

STAFF

Staff
Don't Know
%

3.5

2.9

21%

WEIGHTED AVERAGE SCORES
STAFF SURVEY STATEMENTS
9

Appropri ate remedi al acti ons taken by management i n res pons e to empl oyees
breaki ng l aws /rul es /regul ati ons or theft of Ci ty property.

•

Remedial action for violations. An evaluation of the responses and staff comments did
not provide indications of any specific area of concern for this statement. An assumption
can be made that lack of awareness, represented by “Don’t Know” responses, skewed the
results of staff responses but whether negatively or positively cannot be determined.
These results may be more a matter of some staff simply not being aware of established
policies regarding consequences of violations of these types of rules.

Although the overall score for the following statement was positive, a relatively high proportion
of staff selected the “Don’t Know” response.

STAFF SURVEY STATEMENTS
12 The effectiveness of internal controls is monitored.

•

Staff
WEIGHTED AVERAGE SCORES Don't Know
MANAGEMENT
STAFF
%
3.3
3
34%

Internal control effectiveness. An evaluation of the responses and staff comments did not
provide indications of any specific area of concern for this statement. However, it is
important to note that employee awareness that internal controls are in place and being
monitored are significant deterrents in unwanted employee behavior. Management
should, in general, make employees aware of controls and demonstrate that they are
effectively monitored.

Recommendation:
1. An evaluation of Finance, Development Services and Police policies and procedures
should be performed to determine if there are deficiencies that need to be addressed. If
so, a plan of action should be developed for each area to correct the deficiencies.
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Management Response:
1. Each department across the City continually evaluates internal policies and procedures.
Additionally, specific departments also have scheduled and required review and update
protocols in place. The Police Department, for example, is a Recognized Agency by the
Texas Police Chief’s Association, and their policies are modeled after their best practices.
Every four years the Department goes through a re-recognition process to ensure that the
Department is maintaining the standards that are set in place by the Texas Police Chief’s
Association. Internally, it is the responsibility of the Office of Professional Standards
Lieutenant to update and maintain the policies in keeping with legislative and best
practices changes.
In the Finance Department, the policies and procedures for accounting and purchasing are
currently undergoing review and refinement. This effort should be completed by the close
of 2022.
As mentioned earlier, city-wide policy and procedure are continually evaluated and
updated, and changes are pushed out to all employees. The more critical policies are also
published with quizzes to ensure they are understood by employees.

INFORMATION AND COMMUNICATION
Areas of Strength:
Three out of the ten statements designed to assess this control component received positive
weighted average scores from both staff and management survey participants. It is interesting
to note that 98% of staff respondents indicated that expected behavior has been clearly
communicated to them, which contrasts with the responses given by both management and staff
to Statement 5 in the Control Environment section (above) regarding communication of
standards of conduct. It could be that there is a distinction between what is communicated at
the department/work group level versus the city-wide standards of conduct expected of all
employees. This would clearly indicate that some form of communication regarding expected
behavior is generally being conducted.
WEIGHTED AVERAGE SCORES
STAFF SURVEY STATEMENTS
2
4
7

The i ntera cti on between ma na gement a nd my work uni t ena bl es us to perform
our jobs effecti vel y.
Ma na gement ha s cl ea rl y communi ca ted to me the beha vi or tha t i s expected of
me.
I ha ve a cces s to s uffi ci ent i nforma ti on to do my job.

MANAGEMENT

STAFF

3.1

3

3.5

3.1

3.1

3.1

Page 21 of 26

Internal Control & Risk Assessment A2021-3

Potential areas for improvement:
None of the statements designed to assess this control component received overall weighted
average scores below 3.0 from both staff and management participants.
The following statements were identified for evaluation as a group based on the common topic
and gap between staff and management scores, as well as consideration for the distribution of
“Don’t Know” responses.
Staff
Don't Know
DIFFERENCE *
%
0.6
6%

WEIGHTED AVERAGE SCORES
5
8

STAFF SURVEY STATEMENTS
Empl oyees , management, and work groups cooperate to reach s hared goal s .
I know how to anonymous l y report s us pected i ns tances of empl oyee mi s conduct
or unethi cal /fraudul ent acti vi ty.

MANAGEMENT
3.5

STAFF
2.9

3.2

2.6

0.6

12%

9

If I report wrongdoi ng to my s upervi s or, I am confi dent the wrongdoi ng wi l l s top.

3.7

2.7

1.0

13%

3.3

2.7

0.6

27%

10 Empl oyees who report s us pected i mpropri eti es are protected from repri s al .

•

•

•

•

Cooperation to achieve goals. Most departments had survey participants that responded
negatively to this statement, but none stood out as being particularly problematic. In
addition, although there were a few comments made by participants about
communication, none provided any insight or indication of specific areas of concern.
Indications are that there may be opportunities for improvement regarding cooperation,
but the survey is inconclusive with respect to any specific area of concern for
management to target.
Anonymous reporting. Although not knowing how to report suspected wrongdoing
anonymously appears to be an issue for staff across all departments, 50% of the negative
responses came from Operations departments, most of which were from Public Works
and Parks & Cultural Services department survey participants. An audit project is
scheduled for FY22 to evaluate the current program for anonymously reporting
allegations of impropriety and misconduct. Management will be included in this review
process and participate in identifying solutions to improve this program, including how
reporting procedures are communicated to employees
Wrongdoing resolution.
Negative responses overall for this statement were
predominantly from Public Safety participants, which accounted for approximately 40%
of all negative scores. Notably, 46% of Police and over 30% of Public Works and Parks and
Cultural Services survey participants contributed to this percentage. There were a few
comments from respondents indicating that previously reported issues were never
addressed, but no information was provided to indicate any specific area of concern for
management to address. Without additional information, it cannot be ascertained
whether perceptions are based on legitimate issues being reported.
Whistleblower protection. The negative response distribution for this statement was very
similar to Statement 9 above. There were several comments made by participants
indicating that there is a general concern of retaliation for reporting wrongdoing from
both Operations and Public Safety participants. 27% of staff survey respondents selected
the “Don’t Know” response, which, in this case, may be considered a positive response
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because they have not experienced or have knowledge of anything to indicate that the
statement is not true. However, it could also be an indication it has not been clearly
communicated to all employees that retaliatory behavior will not be tolerated.
Recommendations:
1. Executive management should perform an assessment to determine if there is a lack of
responsiveness to legitimate issues reported by staff or issues of actual or threat of
retaliation against individuals who report wrongdoing occurring in any area of Operations
or Public Safety departments. Retaliation against an employee by individuals in
managerial positions poses a significant risk to any organization and should not be
tolerated. At minimum a clear message should be conveyed to all employees that there
is a zero-tolerance policy for this type of behavior.
2. Human Resources should ensure that education on employee retaliation is included in
the management training program being developed. This should include awareness of
actions to avoid, consequences of engaging in this behavior, and potential risks associated
with retaliation. This will not only convey that retaliatory behavior is not acceptable but
also provide management level employees proper knowledge and tools.
Management Response:
1 and 2. Retaliation by managers will be a topic of discussion in the Leadership Academy and new
hire orientation. We will also direct the employee annual policy review questioning
toward that section of the policy manual, so employees are familiar with it. The human
resources department promotes an open-door policy, and we will encourage all
managers to do the same.
Retaliation is forbidden in written policy and preventing or addressing it is part of
Management Responsibility outlined in section 1.04 which reads “It is the responsibility
of each level of management to create and maintain an atmosphere free of any
discrimination, harassment, or retaliation. Any level of management who is aware of or
suspects the existence of any for of discrimination, harassment, or retaliation occurring
with the workplace shall take appropriate action, as specified in the chapter.”
Section 1.07 also states that “Retaliation for reporting harassment or discrimination or
for participating in an investigation of harassment or discrimination is a serious violation
of this policy and will be subject to disciplinary action. Acts of retaliation should be
reported immediately and will be promptly investigated and addressed.”
Current H.R. staff have investigated several reports of retaliation within the City and
found that most are due to lack of communication between the supervisors and the
employee and have found no evidence of retaliation in any of the investigations. When
all details involved in the managers decisions have been brought to light, then the
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perception of the retaliation by the employee has faded. This perception, and the
importance of communication to resolve this perception, was one of the topics in our
most recent leadership class.
As an added avenue for employees to express any concerns, HR generalists will be working
out of each department one day a month to be available for those that cannot make it to
City Hall or any employees with questions about benefits or other concerns.

MONITORING
Areas of Strength:
Six out of eleven statements designed to assess this control component received positive
weighted average scores from both staff and management survey participants.
WEIGHTED AVERAGE SCORES
3

STAFF SURVEY STATEMENTS
To a s s es s the a chi evement of goa l s a nd objecti ves a nd qua l i ty, my work uni t’s
performa nce i s mea s ured a nd moni tored.

MANAGEMENT

STAFF

3.1

3

3

3.1

3.2

3

3.5

3.2

3.5

3.2

3.4

3.1

4

My s upervi s or revi ews my performa nce wi th me a t a ppropri a te i nterva l s a nd
provi des ti mel y correcti ve feedba ck a nd coa chi ng i f I a m doi ng s omethi ng wrong.
5 Ma na gement a dequa tel y moni tors work a nd provi des s ta ff wi th gui da nce on
wha t a cti ons to ta ke when they fi nd ga ps or mi s ta kes i n wha t they a re s uppos ed
to do.
9 One
or more i ndi vi dua l s i n my depa rtment a re res pons i bl e for revi ewi ng the
depa rtment’s budget a nd other fi na nci a l reports monthl y to i denti fy a nd a ddres s
unus ua l trends or di s crepa nci es i n depa rtment a ccounts .
10 Importa nt fi na nci a l reconci l i a ti ons a re bei ng routi nel y performed.
11 Vendor performa nce i s a dequa tel y moni tored by ma na gement.

Potential areas for improvement:
None of the statements designed to assess this control component received overall weighted
average scores below 3.0 from both staff management participants.
The following statement was identified for evaluation based on the gap between staff and
management weighted average scores.
WEIGHTED AVERAGE SCORES
STAFF SURVEY STATEMENTS
6

I know what procedures to follow and actions to take if I become aware of
employee mis conduct, or unethical/fraudulent activity.

MANAGEMENT STAFF DIFFERENCE *
3.2

2.5

0.7

Reporting improprieties. Although Statement 8 in the Information and Communication
component specifically addressed anonymous reporting, it appears there is some correlation
between survey results. In both cases, staff weighted average scores are significantly low in
comparison to overall staff survey responses in general. It appears that there is a general lack of
understanding of how to report improprieties anonymously or otherwise indicating a need to
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determine if adequate processes and protocols are in place for staff to report concerns and
ensure all employees are made aware of them.
Although the overall score for the following statements were positive, the “Don’t Know”
responses were the most significant for the entire survey.
STAFF RESPONSE DISTRIBUTION

STAFF SURVEY STATEMENTS

Strongly Disagree +
Staff
WEIGHTED AVERAGE SCORES
Agree +
Strongly Don't Know
MANAGEMENT STAFF DIFFERENCE * Agree % Disagree %
%

10 Important financial reconciliations are being routinely performed.

3.5

3.2

0.3

58%

2%

40%

11 Vendor performance is adequately monitored by management.

3.4

3.1

0.3

54%

5%

41%

In these instances, the relatively high proportion of “Don’t Know” responses are indicative of
limitations of the survey rather than a potential deficiency requiring attention. Because the
survey was administered city-wide, these statements could not be individualized to capture
monitoring activities specific to departments or workgroups. The “Don’t Know” responses were
predominately from Public Safety and Operations departments, which was not necessarily
surprising for these statements as most positions in these areas are in the field and have limited
exposure to these activities. Considering that over 50% of survey participants responded
positively and 5% or less responded negatively, there is strong indication that these monitoring
activities are appropriately being exercised.
Recommendation:
1. Current procedures for staff to directly report concerns should be reviewed across
departments to ensure they are adequate, well communicated and provide a way to
elevate issues that are not addressed at lower levels.
Management Response:
1. Current procedures for staff to directly report concerns can be reinforced during the new
hire orientations. HR has begun a new outreach initiative for employees where generalist
will spend a half day to a full day, every month, actually working out of each of their
respective department’s facilities. The goal is to be more accessible to all employees with
questions or concerns about benefits or other issues withing the organization. It is
important to note that HR’s current response to employee issues within an employee’s
department is to guide the employee back toward their own chain of command unless the
complaint is regarding a protected subject. We will also reinforce the importance
of maintaining accessibility to employees during our leadership training with managers.
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ATTACHMENTS:
EXHIBIT 1 – Survey Statement Comparison
EXHIBIT 2 – Management Survey Responses
EXHIBIT 3 – Staff Survey Responses
EXHIBIT 4 – Comparison of Management and Staff Weighted Average Survey Scores
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